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What is a Subject Access Request?
A subject access request (SAR) is simply a written request made by or on behalf of an individual for the information which he or she is entitled to ask for under the new General Data Protection Regulations. 

Requesting a Subject Access Request

Requests for a SAR under the GDPR must:
· Be in writing to the Data Controller via the Practice Manager at Topsham Surgery.  E-mail requests are allowed.  Verbal requests can be accepted where the individual is unable to put the request in writing.
· Be accompanied with sufficient proof of identity to satisfy the Data Controller and to enable them to locate the correct information (where requests are made on behalf of another, the Data Controller must satisfy themselves that correct and adequate consent has been given)
Requests may be received from the following:

· Competent patients may apply for access to their own records or authorise third-party access to their records.  Should the third-party request access to records, it is the Practice’s responsibly to assure themselves that the patient has given consent. 
· Parents may apply to access their child’s health record so long as it is not in contradiction to the wishes of the competent child. 

· Individuals with a responsibility for adults who lack capacity are not automatically entitled to access the individuals’ health records.  Topsham Surgery will ensure the patient’s capacity is judged in relation to the particular decision being made. Considerations to nominate an authorised individual to make proxy decisions for an individual who lacks capacity will comply with the Mental Capacity Act 2005 in England and Wales, and the Adults with Incapacity Act Scotland 2000.
· Police are not able to access health records without first obtaining a court order or warrant. However, health professionals at Topsham Surgery may disclose relevant information to the Police if the patient has consented or there is overriding public interest.
· Deceased patients retain the right of confidentiality. There are a number of considerations to be taken into account prior to disclosing the health record of a deceased patient. Such considerations are detailed in The Access to Health Records Act 1990.  Under the terms of this Act, Topsham Surgery will only grant access if you are either:
· a personal representative (executor of the deceased person’s estate), or

· someone who has a claim resulting from the death
The medical records of the deceased will be passed to Primary Care Support England (PCSE) for storage. Topsham Surgery can advise patients of who they need to contact in such instances. PCSE will retain the GP records of deceased patients for ten years, after which time they will be destroyed. 
Responding to a Data Subject Access Request
In accordance with the GDPR, Data Controllers must respond to all data subject access requests within one month (commonly known as 30 days) of receiving the request (previous Subject Access Requests had a response time of 40 days).  

In the case of complex or multiple requests, the Data Controller may extend the response time by a period of two months. In such instances, the Data Subject must be informed and the reasons for the delay explained.  

Where requests are manifestly unfounded or excessive, in particular because they are repetitive, you can:
· Charge a reasonable fee taking into account the administrative costs of providing the information; or

· Refuse to respond.

Where you refuse to respond to a request, you must explain why to the individual, informing them of their right to complain to the supervisory authority and to a judicial remedy without undue delay and at the latest within one month.

Fees

A copy of the information must be given free of charge.  However, you can charge a ‘reasonable fee’ when a request is manifestly unfounded or excessive, particularly if it is repetitive.  This fee must be based on the administrative costs of providing the information. Any potentials fees must be discussed with the Data Controller. 

Verifying the Subject Access Request

It is the responsibility of the Data Controller to verify all requests from Data Subjects using reasonable measures. The use of the practice Subject Access Request (SAR) form supports the Data Controller in verifying the request.  In addition, the Data Controller is permitted to ask for evidence to identify the data subject, usually by using photographic identification, i.e. driving license or passport.

How should the Information be Provided?

You must verify the identity of the person making the request, using ‘reasonable means’.  If the request is made electronically, you should provide the information in a commonly used electronic format.

The GDPR includes a best practice recommendation that, where possible, organisations should be able to provide remote access to a secure self-service system which would provide the individual with direct access to his or her information.  
The right to obtain a copy of information or to access personal data through a remotely accessed secure system should not adversely affect the rights and freedoms of others.
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